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Abstract:This paper proposes a lossless, a reversible, and a
combined data hiding schemes for ciphertext images
encrypted by public key cryptosystems with probabilistic and
homomorphic properties. In the lossless scheme, the
ciphertext pixels are replaced with new values to embed the
additional data into several LSB-planes of ciphertext pixels
by multi-layer wet paper coding. Then, the embedded data
can be directly extracted from the encrypted domain, and the
data embedding operation does not affect the decryption of
original plaintext image. In the reversible scheme, a
preprocessing is employed to shrink the image histogram
before image encryption, so that the modification on
encrypted images for data embedding will not cause any
pixel oversaturation in plaintext domain. Although a slight
distortion is introduced, the embedded data can be extracted
and the original image can be recovered from the directly
decrypted image. Due to the compatibility between the
lossless and reversible schemes, the data embedding
operations in the two manners can be simultaneously
performed in an encrypted image. With the combined
technique, a receiver may extract a part of embedded data
before decryption, and extract another part of embedded data
and recover the original plaintext image after decryption.
Index Terms—reversible data hiding, lossless data hiding,
image encryption
I.INTRODUCTION

We say a data hiding method is lossless if the display of cover
signal containing embedded data is same as that of original
cover even though the cover data have been modified for data
embedding. For example, in the pixels with the most used
color in a palette image are assigned to some unused color
indices for carrying the additional data, and these indices are
redirected to the most used color. This way, although the

indices of these pixels are altered, the actual colors of the
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pixels are kept unchanged.Alternatively, the additional data
are embedded into a data space that is invariable to encryption
operations. In another type of the works, data embedding is
performed in encrypted domain, and an authorized receiver
can recover the original plaintext cover image and extract the
embedded data. This technique is termed as reversible data
hiding in encrypted images (RDHEI). In some scenarios, for
securely sharing secret images, a content owner may encrypt
the images before transmission, and an inferior assistant or a
channel administrator hopes to append some additional
messages, such as the origin information, image notations or
authentication data, within the encrypted images though he
does not know the image content. This paper proposes a
lossless, a reversible, and a combined data hiding schemes for
public-key-encrypted images by exploiting the probabilistic
and homomorphic properties of cryptosystems. With these
schemes, the pixel division/reorganization is avoided and the
encryption/decryption is performed on the cover pixels
directly, so that the amount of encrypted data and the
computational complexity are lowered. In the lossless scheme,
due to the probabilistic property, although the data of
encrypted image are modified for data embedding, a direct
decryption can still result in the original plaintext image while
the embedded data can be extracted in the encrypted domain.
Il. LOSSLESS DATA HIDING SCHEME

In this section, a lossless data hiding scheme for public-key-
encrypted images is proposed. There are three parties in the
scheme: an image provider, a data-hider, and a receiver. With
a cryptosystem possessing probabilistic property, the image
provider encrypts each pixel of the original plaintext image
using the public key of the receiver, and a data-hider who does
not know the original image can modify the ciphertext pixel-
values to embed some additional data into the encrypted image

by multi-layer wet paper coding under a condition that the
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decrypted values of new and original cipher-text pixel values
must be same. When having the encrypted image containing
the additional data, a receiver knowing the data hiding key
may extract the embedded data, while a receiver with the
private key of the cryptosystem may perform decryption to
retrieve the original plaintext image. In other words, the
embedded data can be extracted in the encrypted domain, and
cannot be extracted after decryption since the decrypted image
would be same as the original plaintext image due to the
probabilistic property.

I1l. REVERSIBLE DATA HIDING
This section proposes a reversible data hiding scheme for
public-key-encrypted images. In the reversible scheme, a
preprocessing is employed to shrink the image histogram, and
then each pixel is encrypted with additive homomorphic
cryptosystem by the image provider. When having the
encrypted image, the data-hider modifies the ciphertext pixel
values to embed a bit-sequence generated from the additional
data and error-correction codes. Due to the homomorphic
property, the modification in encrypted domain will result in
slight increase/decrease on plaintext pixel values, implying
that a decryption can be implemented to obtain an image
similar to the original plaintext image on receiver side.
Because of the histogram shrink before encryption, the data
embedding operation does not cause any overflow/underflow
in the directly decrypted image. Then, the original plaintext
image can be recovered and the embedded additional data can
be extracted from the directly decrypted image. Note that the
data-extraction and content-recovery of the reversible scheme
are performed in plaintext domain, while the data extraction of
the previous lossless scheme is performed in encrypted
domain and the content recovery is needless.

IV. COMBINED DATA HIDING
As described in Sections 3 and 4, a lossless and a reversible
data hiding schemes for public-key-encrypted images are
proposed. In both of the two schemes, the data embedding
operations are performed in encrypted domain. On the other
hand, the data extraction procedures of the two schemes are
very different. With the lossless scheme, data embedding does
not affect the plaintext content and data extraction is also

performed in encrypted domain. With the reversible scheme,

there is slight distortion in directly decrypted image caused by
data embedding, and data extraction and image recovery must
be performed in plaintext domain. That implies, on receiver
side, the additional data embedded by the lossless scheme
cannot be extracted after decryption, while the additional data
embedded by the reversible scheme cannot extracted before
decryption. In this section, we combine the lossless and
reversible schemes to construct a new scheme, in which data
extraction in either of the two domains is feasible.
V. EXPERIMENTAL RESULTS
Four gray images sized 512x512, Lena, Man, Plane and
Crowd, shown in Figure 4, and 50 natural gray images sized
1920x2560, which contain landscape and people, were used as
the original plaintext covers in the experiment. With the
lossless scheme, all pixels in the cover images were firstly
encrypted using Paillier cryptosystem, and then the additional
data were embedded into the LSB-planes of ciphertext pixel-
values using multi-layer wet paper coding as in Subsection
2.B. Table 1 lists the average value of embedding rates when
K LSB-planes were used for carrying the additional data in the
54 encrypted images. In fact, the average embedding rate is
very close to (1-1/2K). On receiver side, the embedded data
can be extracted from the encrypted domain. Also, the original
plaintext images can be retrieved by direct decryption. In other
word, when the decryption was performed on the encrypted
images containing additional data, the original plaintext
images were obtained.
VI. CONCLUSION

This work proposes a lossless, a reversible, and a combined
data hiding schemes for cipher-text images encrypted by
public key cryptography with probabilistic and homomorphic
properties. In the lossless scheme, the ciphertext pixel values
are replaced with new values for embedding the additional
data into the LSB-planes of ciphertext pixels. This way, the
embedded data can be directly extracted from the encrypted
domain, and the data embedding operation does not affect the
decryption of original plaintext image. In the reversible
scheme, a preprocessing of histogram shrink is made before
encryption, and a half of ciphertext pixel values are modified
for data embedding. On receiver side, the additional data can

be extracted from the plaintext domain, and, although a slight
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distortion is introduced in decrypted image, the original
plaintext image can be recovered without any error. Due to the
compatibility of the two schemes, the data embedding
operations of the lossless and the reversible schemes can be
simultaneously performed in an encrypted image. So, the
receiver may extract a part of embedded data in the encrypted
domain, and extract another part of embedded data and
recover the original plaintext image in the plaintext domain.
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